
University Committee on the Protection of Personal Data (UCPPD)
Departmental Checklist & Template
for FTC Red Flags Rule Protocol Development
This checklist is for use by departments when working with representatives of the UCPPD to:
(1)  identify Covered Accounts,
(2)  identify Red Flags,
(3)  develop internal procedures to detect Red Flags,
(4)  determine appropriate responses to detected Red Flags, 
(5)  implement Identity Theft Prevention Program training,
(6)  identify and review Service Provider agreements for compliance with the University's Identity Theft Prevention Program,
(7)  develop a "Departmental Red Flags Rule Protocol," and
(8)  plan for periodic review of the department's Protocol.

Please follow the checklist below and submit your department's information by clicking the "submit" button at the end of the checklist.  This will provide the UCPPD with a record of departments that are working to develop Protocols.
 

A Protocol template is provided in Section 7 below.  Upon completion, please submit a copy of your "Departmental Red Flags Rule Protocol" to the Committee representative with whom you are working and print a copy for training purposes and the department's records.
 

 

Use the Tab key to advance to the next field (do not use "Enter," as it will cause the form to submit while incomplete).
**  The form works best using Windows and Internet Explorer 7.0.  **
If you are using IE 6.0 or earlier, you will need to upgrade.  
Firefox, Safari, and SeaMonkey may be compatible using Windows XP or Mac, or IE 8.0 using Windows Vista.
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	UCPPD Representative(s) who assisted you
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(1) Identify Covered Accounts
The University is covered by the Rule as a creditor because it offers or maintains accounts:
· That involve or are designed to permit multiple payments or transactions, deferred payment arrangements, and extensions of credit, loans, or deposit accounts which establish a continuing relationship with consumers; 
· For which there is a reasonably foreseeable risk of Identity Theft to customers or to the safety and soundness of the University, including financial, operational, compliance, reputational, or litigation risks; or
· That utilize credit checks.
 

In order to identify Covered Accounts, each University department shall make a risk determination of its financial transactional, credit, or loan accounts considering:
· Methods used to open and access the account, especially those that do not require face-to-face contact, such as through the Internet or by telephone;
· Whether the account has been the target of Identity Theft attempts in the past;
· Technological risks (for example, password protection, use of mobile devices, computer controls such as locking screens, automatic logoffs, and physical security measures for work areas both during the workday and during nights/weekends), and
· Other accounts if there is a reasonably foreseeable fraud or Identity Theft risk to customers or to the University.
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On or before May 1, 2009, each University department having Covered Accounts shall compile a list of Covered Accounts for which it has oversight and incorporate the list into a written Departmental Red Flags Rule Protocol (“Protocol”) to be submitted to the Program Administrator (see Section 7 below).
 (2) Identify Red Flags
First, please print a copy of Supplement A to Appendix J to use as a reference for examples of Red Flags.
 

As set forth in the Rule, Red Flags include but are not limited to:
· The presentation of suspicious documents; 
· The presentation of suspicious Identifying Information;
· The unusual use of, or other suspicious activity related to, a Covered Account;
· Alerts, notifications, or other warnings received from consumer reporting agencies or service providers, such as fraud detection services; and
· Notices from customers, victims of Identity Theft, law enforcement authorities, or other persons regarding possible Identity Theft in connection with Covered Accounts held by the University.
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Each University department having Covered Accounts shall compile a list of relevant Red Flags and incorporate the list into its Protocol.  
 
 (3) Develop Internal Procedures to Detect Red Flags
 

Personal Identifying Information of account holders may include:
· Name, Social Security number, date of birth, official State or government issued driver’s license or identification number, alien registration number, government passport number, employer or taxpayer identification number; 
· Unique biometric data, such as fingerprint, voice print, retina or iris image, or other unique physical representation; 
· Unique electronic identification number, address, or routing code; or 
· Access device, including any card, plate, code, account number, electronic serial number, mobile identification number, personal identification number, or other telecommunications service, equipment, or instrument identifier, or other means of account access that can be used, alone or in conjunction with another device, to obtain money, goods, services, or any other thing of value, or that can be used to initiate a transfer of funds.
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Each University department having Covered Accounts shall endeavor to detect Red Flags by developing internal procedures to obtain, verify, and monitor personal Identifying Information of account holders on file with the University.  These procedures shall be set forth in the department’s Protocol. 
 

 (4) Responding to Red Flags
 

Each University department having Covered Accounts shall endeavor to prevent and mitigate Identity Theft associated with its Covered Accounts by developing internal procedures to appropriately respond to detected Red Flags.  Appropriate responses may include: 
· Monitoring accounts;
· Contacting consumers;
· Changing passwords;
· Closing and reopening accounts;
· Refusing to open an account;
· Notifying the University’s Department of Public Safety;
· Refusing to collect on or “sell” an account;
· Other responses as determined by the department; or
· Determining that no response is warranted.
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Internal procedures for responding to detected Red Flags shall be set forth in the department's Protocol.
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  Additionally, employees of departments having Covered Accounts are expected to notify their department’s Program Contact Person once they become aware of an incident of Identity Theft or of the University’s failure to comply with this Program.  The Program Contact Person shall in turn report the incident to his/her supervisor and the Program Administrator.
 

 

(5) Employee Training
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Each University department having Covered Accounts shall ensure that appropriate employees receive training regarding this Program and the department’s Protocol.  Names of employees who initially receive training shall be included in the department’s Protocol.  Thereafter, names of trained employees shall be submitted by the department’s Program Contact Person to the Program Administrator on a continuous basis.
(6) Service Provider Arrangements
In the event that a University department engages a Service Provider to perform an activity in connection with Covered Accounts, the department will verify the Service Provider’s compliance with this Program by contractually requiring that Service Providers: 
· Have Identity Theft prevention policies and procedures in place; 
· Review the University's Identity Theft Prevention Program and the department’s Protocol; and 
· Report detected Red Flags to the department’s Program Contact Person and the Program Administrator.
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Each University department having Covered Accounts shall identify such Service Providers.  The department’s Program Contact Person shall submit the Service Providers’ names and contact information to the Program Administrator on a continuous basis.
(7) Submit a Protocol
 

Each department having Covered Accounts shall prepare a Protocol containing: 
· The department name and  number;
· The name of and contact information for the person designated as its Program contact person; 
· The name of and contact information for the person responsible for Program training within the department (if different from above); 
· A list and description of  Covered Accounts; 
· For each Covered Account:
· A list and description of relevant Red Flags; 
· Internal procedures to obtain, verify, and monitor Identifying Information on file with the University; and
· Internal procedures to detect and respond to Red Flags; and
· The names of employees who have received training regarding this Program and the department’s Protocol.
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 On or before May 1, 2009, using the Departmental Red Flags Rule Protocol template, each Program Contact Person shall submit their department's Protocol to the Program Administrator, who will append the Protocols to the University's Identity Theft Prevention Program.  
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  On or before May 1, 2009 (when FTC enforcement of the Red Flags Rule begins), under the direction of the Program Administrator, Program Contact Persons shall ensure that appropriate employees review the University's Identity Theft Prevention Program and follow their department's Protocol.
 (8) Program Updates
Upon request by the Program Administrator, each department having Covered Accounts shall periodically review its Protocol to ensure its effectiveness.  Consideration for updating Protocols shall be given to: 
· The department’s experiences with Identity Theft;
· Changes in or new methods of Identity Theft;
· Changes in or new methods of detecting, mitigating, and preventing Identity Theft;
· Changes in the types of accounts offered or maintained by the department; and
· Changes in the University’s business arrangements and Service Provider arrangements.
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Written reports of Protocol reviews, including any updates made, shall be submitted by the department’s Program Contact Person to the Program Administrator in a timely fashion.
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