NOTICE OF PRIVACY PRACTICES

The University of North Carolina at Chapel Hill
Adams School of Dentistry

We are committed to protecting the privacy of your protected health information. This notice describes how
medical information about you may be used and disclosed and how you can get access to this information.
Please review it carefully.

This Notice of Our Privacy Practices (this “Notice”) Explains:
¢ How we may use and disclose your health information in the course of providing treatment and services to
you.
e Whatrights you have with respect to your health information. These include the right:
o Toinspect and obtain a copy of your health information.
To request that we amend health information in our records.
To receive an accounting of certain disclosures we have made of your health information.
To request that we restrict the use and disclosure of your health information.
To request confidential communication about health information.
To receive a paper copy of this Notice.
e How to file a complaint if you believe your privacy rights have been violated.

O O O O O

If you have questions about this document, our privacy policies or any other questions regarding the privacy of
your health information, please contact:

UNC-CH Privacy Officer Campus Box #1005,
123 W. Franklin St., Suite 600B Chapel Hill, NC 27599
(919) 962-6332
privacy@unc.edu

Effective: March 10, 2003
Revision Effective: May 22, 2022

This Notice describes the practices of the UNC Adams School of Dentistry facilities, clinics, practices,
departments and other sites of service; the Dental Faculty Practice (“DFP”); our employees, contractors,
trainees, volunteers, and affiliates; members of our dental staffs and their approved personnel members of
our dental staff and their approved personnel when providing services to you at an ASOD location; and any
member of the ASOD workforce who are authorized to use or access your health information (collectively

» o«

“Carolina Dentistry”, “us” or “we”).

Availability of Your Records to Providers Outside of Carolina Dentistry. Your dental records at Carolina
Dentistry are primarily maintained in an electronic medical record system called Epic; however, there may
also be legacy systems that house your dental records.

Community Connect. Carolina Dentistry is an Epic Community Connect partner of The University of North
Carolina Health Care System (“UNC Health”). Community Connect may improve your patient care experience
by allowing Carolina Dentistry to access your complete medical history at UNC Health to learn about your
allergies and important medical history related to your Carolina Dentistry encounter. Carolina Dentistry is
guided by similar privacy and security standards as UNC Health. You cannot request to opt-out of sharing
your UNC Health records with Carolina Dentistry.

Care Everywhere. Your health information may be available to other healthcare providers from different
organizations who also use Epic. For example, if you are in an accident in another state and are taken to an
emergency room, that facility may access your record through Epic’s Care Everywhere to learn about your
allergies and dental history. If you do not want your electronic medical record to be available to non-
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Carolina Dentistry providers in this way, you may request to opt-out in MyChart or contact the Carolina
Dentistry Health Information Management Department, and request to “opt out of Care Everywhere.”

Our Pledge Regarding Health Information

We are committed to protecting the privacy of “protected health information” about you, as that term is
defined in the privacy regulations issued under the Health Insurance Portability and Accountability Act of
1996 (HIPAA). With certain limited exceptions, protected health information is generally defined as
information that identifies an individual or that reasonably can be used to identify an individual, and that
relates to the individual’s past, present, or future health or condition, healthcare provided to the individual,
or the past, present, or future payment for healthcare provided to the individual. For simplicity, we will refer
to protected health information simply as “health information” in this Notice. Carolina Dentistry may share
health information with other Carolina Dentistry entities about treatment, payment and health care
operations of Carolina Dentistry. Our privacy practices concerning your health information are as follows:

e We will safeguard the privacy of health information that we have created or received as required by law.
¢ We will explain how, when and why we use and/or disclose your health information.

e  We will comply with the provisions of this Notice and only use and/or disclose your health information

as described in this Notice.
e We will provide notice of a Carolina Dentistry breach of unsecured health information.

Who Will Follow This Notice?

This Notice applies to the facilities, providers and workforce members of Carolina Dentistry, including:

e Any health care professional authorized to enter health information into your Carolina Dentistry
medical record.

e All departments and units of Carolina Dentistry.

e All employees, staff, volunteers and other Carolina Dentistry personnel.

e All clinics, facilities and administrative offices of Carolina Dentistry.

How We May Use and Disclose Your Health Information

The following categories describe different ways that we may use and disclose health information. For each
category of uses or disclosures, we will explain what we mean and try to give some examples. Not every use
or disclosure in a category will be listed. However, all of the ways we are permitted to use and disclose
health information will fall within at least one of the categories.

For Treatment. We may use your health information to provide, coordinate or manage your healthcare
treatment and related services. This may include communication with other health care providers regarding
your treatment and coordinating and managing your healthcare with others. For example, a dentist treating
you for a tooth abscess may need to know if you have diabetes because diabetes may slow the healing
process. The doctor may need to tell the dietitian if you have diabetes so that we can arrange for appropriate
meals. Different Carolina Dentistry departments may also access your health information in order to
coordinate services or items that you may need, such as prescriptions, lab work and x-rays. We may also
disclose your health information to people, such as home health providers, who may be involved in your
medical care after you leave our care.

For Payment. We may use and disclose your health information in order to bill and collect payment for
treatment and services provided to you by Carolina Dentistry. We may also disclose your health information
to other providers so they may bill and collect payment for treatment and services they provided to you.
Before you receive scheduled services, we may share health information about these services with your
health plan(s) to obtain prior approval or to determine whether your insurance will cover the treatment. We
may also share your health information with billing and collection departments or agencies, insurance
companies and health plans to collect payment for services, departments that review the appropriateness of
the care provided and the costs associated with that care and to consumer reporting agencies (e.g., credit
bureaus). For example, if you have a dental procedure, we may need to give your health plan(s) health
information about your condition, supplies used (medications, dental implants and/or prosthetics) and
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services you received (x-rays or oral surgery). This health information is given to our billing agency and your
health plan so we can be paid or you can be reimbursed.

For Health Care Operations. We may use and disclose your health information to conduct activities that
are called healthcare operations that allow us to improve the quality of care we provide and reduce
healthcare costs. Examples of uses and disclosures for healthcare operations include the following:

e Reviewing and improving the quality, efficiency and cost of care that we provide to you and other
patients.

e Evaluating the skills, qualifications, and performance of healthcare providers taking care of you.

e Providing training programs for students, trainees, healthcare providers or non-healthcare
professionals (for example, billing clerks) to help them practice or improve their skills.

e Cooperating with outside organizations that assess the quality of care we provide. These organizations
might include government agencies or accrediting bodies like the North Carolina State Board of Dental
Examiners, or the American Dental Association.

e Cooperating with outside organizations that evaluate, certify or license healthcare providers, staff or
facilities in a particular field or specialty. For example, we may use or disclose health information so that
one of our dental assistants may become certified in a specific field of dentistry.

e Sharing health information with the UNC Police Department to maintain safety at our facilities.

e Assisting various people who review our activities. Health information may be seen by providers
reviewing services provided to you, and by accountants, lawyers and others who assist us in complying
with applicable laws.

e Conducting business management and general administrative activities related to our organizations and
services we provide.

¢ Resolving grievances within our organizations.

e Complying with this Notice and with applicable laws.

Contacting You. We may use and disclose health information to contact you about appointments, clinical
instructions, surveys, or general communications. We may contact you by mail, telephone, email, or text
message using the information you provide (such as address, telephone number, email address, or mobile
phone number). Unless you notify us to the contrary, we may use the contact information you provide to
communicate general information about your care such as appointment location, department, date and time.

Treatment Alternatives. We may use and disclose your health information to manage and coordinate your
healthcare and inform you of treatment alternatives and other health related benefits that may be of interest
to you. This may include telling you about treatments, services, products and/or other healthcare providers.

Business Associates. There are some services provided in our organization through our business
associates. For example, we may use a copy service to make copies of your dental record. When we hire
companies to perform these services, we may disclose your health information to these companies so that
they can perform the job we have asked them to perform. To protect your health information, however, we
require the business associate to appropriately safeguard your health information.

Fundraising Activities. We may use your health information to contact you or your legal representative in
an effort to raise money for Carolina Dentistry and its operations. We would only use contact information,
such as your name, address and phone number, department of service, treating physician, outcome
information, health insurance status, and the dates you received treatment or services. You have the right to
opt-out of receiving these communications. If you do not want us to contact you for fundraising efforts,
please call 919-918-1255 or send your written request to: ASOD Privacy Liaison, UNC Adams School of
Dentistry CB # 7450, 385 S. Columbia Street Chapel Hill, NC 27599-7450, or email

ASOD ClinicalCompliance@unc.edu.

Individuals Involved in Your Care or Payment for Your Care. We may share with a family member,
relative, friend, or other person identified by you, health information that is directly relevant to that person’s
involvement in your care or payment for your care. We may use or disclose health information in order to
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notify a family member, personal representative, or other person responsible for your care of your location,
general condition or death. In addition, we may disclose health information about you to an entity assisting
in a disaster relief effort so that your family, personal representative or others responsible for your care can
be notified about your location, general condition or death. If you do not want health information about you
used or disclosed in the above circumstances, please call 919-918-1255. We will comply with additional
state law confidentiality protections if you are a minor and receive treatment for pregnancy, drug and/or
alcohol abuse, communicable disease, or mental health.

De-identified Health Information. We may use your health information to create “de-identified”
information that is not identifiable to any individual in accordance with HIPAA. We may also disclose your
health information to a business associate for the purpose of creating de-identified information, regardless
of whether we will use the de-identified information.

Limited Data Set. We may use your health information to create a “limited data set” (health information
that has certain identifying information removed). We may also disclose your health information to a
business associate for the purpose of creating a limited data set, regardless of whether we will use the
limited data set. We may use and disclose a limited data set only for research, public health, or health care
operations purposes, and any person receiving the limited data set must sign an agreement to protect the
health information.

Special Situations That Do Not Require Your Authorization

We may use and/or disclose health information about you for a number of circumstances in which you do
not have to consent, give authorization or otherwise have an opportunity to agree or object. Those
circumstances include:

As Required by Law. We will disclose your health information when required to do so by federal, state, or
local law or other judicial or administrative proceedings. For example, we may disclose your health
information in response to an order of a court or administrative tribunal.

To Avert a Serious Threat to Health or Safety. We may use and disclose your health information when
necessary to prevent a serious threat to your health and safety or the health and safety of the public or
another person. Any disclosure, however, would only be to someone able to help prevent or reduce the
threat.

Public Health Risks. We may disclose your health information to appropriate government authorities for
public health activities. These activities generally include the following:

e To prevent or control disease, injury or disability.

e To report child abuse or neglect.

e Toreportreactions to medications or problems with products.

e To notify people of recalls of products they may be using.

e To notify a person who may have been exposed to a disease or may be at risk for contracting or
spreading a disease.

e To notify the appropriate government authority if we believe an adult patient has been the victim of
abuse, neglect or domestic violence. We will only make this disclosure if you agree or when required or
authorized by law.

e To support public health surveillance and combat bioterrorism.

Health Oversight Activities. We may disclose your health information to a federal or state health oversight
agency for oversight activities authorized by law.

Law Enforcement. We may release health information to a law enforcement official for certain law
enforcement purposes, such as in the event of certain crimes.

Lawsuits and Disputes. In the course of any judicial or administrative proceeding, we may disclose your
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health information in response to a court or administrative order, subpoena, discovery request, or other
lawful process.

Coroners, Medical Examiners and Funeral Directors. We may release health information to a coroner or
medical examiner. This may be necessary to identify a deceased person or determine the cause of death. We
may also release health information to funeral directors as necessary for them to carry out their duties.

Organ and Tissue Donation. We may release health information to organizations that handle organ
procurement or organ, eye or tissue transplantation or to an organ donation bank, as necessary to facilitate
organ or tissue donation and transplantation.

Research. Under certain circumstances, we may use and disclose health information about you for research

purposes. For example, we may use health information in preparing to conduct a research project or to see if
you are eligible to participate in certain research activities. Before we use or disclose health information for

research, however, the research project will have been approved through a specialized approval process. We
may also contact you to see if you are interested in participating in research.

Specialized Government Functions. We may disclose health information about you if it relates to military
and veterans’ activities, national security and intelligence activities, protective services for the President,
and medical suitability determinations of the Department of State.

Workers’ Compensation. We may release your health information for workers’ compensation or similar
programs. These programs provide benefits for work-related injuries or illness.

Inmates. If you are an inmate of a correctional institution or under the custody of a law enforcement official,
we may release your health information to the correctional institution or law enforcement official. This
release is required: (1) for the institution to provide you with health care; (2) to protect your health and
safety or the health and safety of others; and (3) for the safety and security of the correctional institution.

Other Uses and Disclosures of Health Information

Other uses and disclosures of health information not covered by this Notice or the laws that apply to us will
be made only with your written permission. We will ask your written permission before we use or disclose
health information, for example, for the following purposes:

e Psychotherapy notes made by your individual mental health provider during a counseling session,
except for certain limited purposes related to treatment, payment and health care operations, or other
limited exceptions, including government oversight and safety.

e Certain marketing activities, including if we are paid by a third party for marketing statements as
described in your executed authorization.

e Sale of your health information except certain purposes permitted under the regulations.

If you provide us permission to use or disclose your health information, you may revoke that permission, in
writing, at any time. If you revoke your permission, we will no longer use or disclose your health information
for the reasons covered by your written authorization. We are unable to take back any disclosures we have
already made with your permission. We are required to retain records of the care that we provided to you.

North Carolina Law. In the event that North Carolina Law requires us to give more protection to your
health information than stated in this Notice or required by federal law, we will give that additional
protection to your health information. We will comply with additional state law confidentiality protections
relating to treatment for mental health and drug or alcohol abuse. Unless you object in writing, we may
release health information related to your mental health to other health care providers for treatment, quality
assessment and improvement activities, and other permitted purposes, including case management and care
coordination, disease management, outcomes evaluation, development of clinical guidelines and protocols,
population-based activities and the provision, coordination, or management of mental health, developmental
disabilities, and substance abuse services and other health or related services.
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In accordance with federal law, generally we will obtain your written consent before we may disclose health
information that would identify you as a patient for substance abuse services. There are exceptions to this
general requirement. For instance, we may disclose health information to our workforce as needed to
coordinate your care, to agencies or individuals who help us carry out our responsibilities in serving you,
and to health care providers in an emergency.

Your Rights Regarding Your Protected Health Information

You have the following rights regarding the health information we maintain about you:

Right to Inspect and Copy. You have the right to inspect and obtain a copy of your health information. To
inspect and copy your health information, contact the Patient Records department at 919- 537-3888. If
you request a copy of the health information, we may charge a fee for the costs of copying, mailing or other
supplies associated with your request. We will respond to you within 30 days of receiving your written
request. Under certain situations, we may deny your request in writing, describing the reason for denial and
your rights to request a review of our denial.

Right to Amend. You have the right to request that we make amendments to clinical, billing and other

records used to make decisions about you. Your request must be in writing and must explain your reason(s)

for the amendment. We may deny your request if:

e The health information was not created by Carolina Dentistry unless you provide a reasonable basis for
us to believe that the originator of the health information is no longer available to make the amendment.

e The health information is not part of the health information used to make decisions about you.

e We believe the health information is correct and complete.

¢ You would not have the right to inspect and copy the record as described above.

We will tell you in writing the reasons for the denial and describe your rights to give us a written statement
disagreeing with the denial. If we accept your request to amend the health information, we will make
reasonable efforts to inform others of the amendment, including persons you name that have received your
health information. Please contact 919-918-1255 to obtain the appropriate form to request an amendment
to your record.

Right to an Accounting of Disclosures. You have the right to receive a written list of certain disclosures we
made of your health information. You may ask for disclosures made, up to six (6) years before your request.
We are required to provide a listing of all disclosures, except the following:

e For treatment, payment, or health care operations purposes.

e Occurring as a byproduct of permitted uses and disclosures.

e Made to or requested by you or that you authorized.

e Made to individuals involved in your care, for directory or notification purposes, or for disaster relief
purposes.

e Made for national security or intelligence purposes.

e Made to correctional institutions and other law enforcement officials.

e Made as part of a limited data set which does not contain certain health information which would
identify you.

The list will include the date of the disclosure, the name (and address, if available) of the person or
organization receiving the health information, a brief description of the health information disclosed, and
the purpose of the disclosure. To request this list or accounting of disclosures, you must submit your request
on the appropriate form, which can be obtained by calling 919-918-1255.

Right to Request Restrictions. You have the right to request that we restrict the use and disclosure of your
health information. We are not required to agree to your requested restrictions, except we will honor your
request to not disclose to your health plan if the disclosure is for payment or healthcare operations purposes
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(and is not otherwise required by law) and the health information pertains solely to items or services for
which you have paid out of pocket in full. If we agree to your request, there are certain situations when we
may not be able to comply with your request. These situations include emergency treatment, disclosures to
the Secretary of the Department of Health and Human Services, and uses and disclosures that do not require
your authorization. You may request a restriction by submitting the appropriate form, which can be
obtained by calling 919-918-1255.

Right to Request Confidential Communication (Alternative Ways). You have the right to request
confidential communications, i.e., how and where we contact you, about your health information. For
example, you may request that we contact you at your work address or phone number. Your request must be
in writing. We will accommodate reasonable requests, but when appropriate, may condition that
accommodation on you providing us with information regarding how payment, if any, will be handled and
your specification of an alternative address or other method of contact. You may request alternative means
of communications by submitting the appropriate form, which can be obtained by calling 919-918-1255.

Right to a Paper Copy of This Notice. You have the right to a paper copy of this Notice upon request. We
will make available a copy of this Notice to you no later than the date you first receive service from us except
for emergency services, in which case we will provide the Notice to you as soon as practicable. You may also
obtain a copy of this Notice at any time from our website, https: //www.carolinadentistry.org/patient-
information/ or from any of the Carolina Dentistry treatment facilities listed in this Notice.

Contact For Questions and Complaints
If you have any questions regarding this Notice, our privacy policies or if you believe your privacy rights
have been violated or you wish to file a complaint about our privacy practices, you may contact:

HIPAA Privacy Liaison
UNC Adams School of Dentistry
Campus Box # 7450
385 S. Columbia Street
Chapel Hill, NC 27599-7450
Phone: (919) 918-1255
ASOD ClinicalCompliance@unc.edu

UNC-CH Privacy Officer
Campus Box #1005
123 W. Franklin St., Suite 600B
Chapel Hill, NC 27599
Phone: (919) 962-6332
privacy@unc.edu

You may also send a written complaint to the United States Secretary of the Department of Health and
Human Services. You will not be retaliated against for filing a complaint.

Changes to This Notice

We reserve the right to change the terms of this Notice and to make new notice provisions effective for all
health information that we maintain by:

e Posting the revised Notice at our facilities.

e Making copies of the revised Notice available upon request at Carolina Dentistry facilities.

e Posting the revised Notice on our website, https: //www.carolinadentistry.org/patient-information/.
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NOTICE OF NONDISCRIMINATION

The University of North Carolina at Chapel Hill Adams School of Dentistry is committed to providing an
inclusive and welcoming environment for all patients. Consistent with this mission and inaccordance
with applicable Federal laws, the Adams School of Dentistry does not discriminate on the basis of race,
color, national origin,age, disability, or sex in its health programs and activities. The Adams School of
Dentistry does not exclude people or treat them differently on account of race, color, national origin, age,
disability,or sex.

In order to effectively communicate with all patients, the Adams School of Dentistry:

Provides free aids and services to persons with disabilities, suchas:
* Qualified sign language interpreters
*  Written information in other formats (large print, audio,accessible electronic formats)

Provides free language services to persons whose primarylanguage is not English, such as:
* Qualified interpreters
* Information written in other languages

If you need assistance in obtaining these free services, contact Interpreter Services by calling (919) 239-
1641.

If you believe that the UNC Adams School of Dentistry has failed to provide these services or discriminated
in another way on the basis of race, color, national origin, age, disability, or sex, you canfile a grievance
with:

Associate Dean of Strategy and Compliance
Office of the Dean
385 S Columbia St., Suite 452Chapel Hill, NC 27599
919-918-1255
ASOD_ClinicalCompliance@unc.edu

You can file a grievance in person, by mail, or via email. If youneed help filing a grievance, the Associate
Dean of Strategy and Compliance is available to you.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for
Civil Rights electronicallythrough the Office for Civil Rights Complaint Portal, available at
https://ocrportal.hhs.gov/ocr/smartscreen/main.jsf, or by mail or phone at: U.S. Department of Health
and Human Services, 200 Independence Avenue, SW, Room 509F, HHH Building, WashingtonD.C. 21201; 1-
800-368-1019; 800-537-7697 (TDD). Complaint forms are available at http://www.hhs.gov/ocr /filing-with-
ocr/index.html.

We promise to:
* Serve all patients
* Provide free aids and services to all persons covered underthis Notice

Not deny health services based on:

* Race

* Color

* National origin
e Age

* Sex

* Disability
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ATENCION: si habla espafiol, tiene a su disposicién servicios gratuitos de asistencialingiiistica. Llame al
919-918-1255.

AE  MREBERRESX, BaURKEESESEMRE, 5%E919-918-1255

CHU Y: Néu ban néi Tiéng Viét, c6 cac dich vu hd tro' ngdn ngitmién phi danh cho ban.Goi s6 919-
918-1255.

0| IR O| 2 AFRBIA| = 22, 20| X| & MH|AZE 222 0|28 4= USL|CHI19-918-
1255 HO B Hats FHA|L.

ATTENTION: Si vous parlez francais, des services d'aide linguistique vous sontproposes
gratuitement. Appelez le 919-918-1255.

.919-537-3588 48 » Jeail | laall Gl i) ¢35 4y galll saclicall chlead ol cdalll SA) Chaati cuS 1)) 2dda gala

LUS CEEV: Yog tias koj hais lus Hmoob, cov kev pab txog lus, muaj kev pab dawb raukoj. Hu rau 919-
918-1255.

BHUMAHMUE: Ecsiu BBl TOBOpUTE Ha PyCCKOM fI3bIKE, TO BaM AOCTYIHbI OeCIJIaTHbIEyCAYTH
nepeBojia. 3BoHUTe 919-918-1255.

PAUNAWA: Kung nagsasalita ka ng Tagalog, maaari kang gumamit ng mga serbisyong tulong sa
wika nang walang bayad. Tumawag sa 919-918-1255

Yoll: ) dAHSUAL cllddl &), dl [Fool:esHINLg  USIU A AL dHIRIHI2GUEsY €9, Sl 50

919-918-1255

{pUtRg: 1ol RD S QHMN ST St € €102, 1t HHE S Wittt S S
HOREFTE - @U@ S @Q@UUIHIFH MY B SIiTN) 919-918-12554

ACHTUNG: Wenn Sie Deutsch sprechen, stehen Ihnen kostenlos sprachlicheHilfsdienstleistungen zur
Verfligung. Rufnummer: 919-918-1255.

© TA%: ﬁ?{ 3T 3’31 W\ [} ?-I'e::j:ﬁ' W g1t 'F[QQ Ho HoTUT He - T—Ad T F\HTQ'
IUAE€> 71 99537-3588 R T HW |

TU0QIL: TSI WIVCD MWITI 299, NILO 3 NIVFOECH BO IWWITI, LOBV CTIH 9,¢C0 DS W
eulvivion. Ins 919-918-1255

AESFHE BAREZEINSSHE. BHOSEXEZCFRAVICILITEY. 919-918-1255
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